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ABSTRACT

Turning Legal Websites Into Distributed Denial of Service Tools

By
Kalpin Erlangga Silaen

SWISS GERMAN UNIVERSITY

Benfano Soewito, Bsc, Msc, PhD, CEH., Advisor
Charles Lim, MSc., ECSA, ECSP, ECIH, CEH, CEI, Co-Advisor

Fast-growing numbers of web applications and users in the Internet not only provide
positive benefits such as bigger marketplace for trading and more robust information
exchange, but also negative impacts such as the number of DDoS attacks having in-
creased in terms of size and frequency. An attacker can use a legitimate website in the
Internet to become their tool to launch attacks to other targeted websites by sending
many requests to retrieve content from the victim through this legitimate website. In
this thesis, we present the vulnerabilities of legitimate websites such as Social Media,
Online Web Translator, and CMS Wordpress that can be used by an attacker to launch
DDoS attacks toward other sites using HTTP-GET Flood type attack. Our threat anal-
ysis shows that applications from the legitimate websites above have a vulnerability
which allows us to utilize them as our attack vector. Two different attack simulations,
1.e. real world attack simulation and lab experimental simulation, were performed. The
results showed that Facebook can attack the victim with a Traffic Bandwidth of almost
5 Mbps with a single request; that Google Translator can attack the victim with an av-
erage Traffic Bandwidth of 377 Kbps; and that Bing Translator and CMS Wordpress
can attack the victim with average Traffic Bandwidth of around 68 Kbps with a single
request. Attacks from those applications are done using HTTP-GET type attacks toward
the victim. Our proposed countermeasures for those legitimate websites, as applied in
our lab experiments, demonstrated that our countermeasure could successfully prevent
HTTP-GET attacks at the source.

Keywords: Distributed Denial of Service, Web Application, HTTP-GET Attack, Legal
Website

Kalpin Erlangga Silaen



Turning Legal Website into Distributed Denial of Service Tools Page 4 of

SWISS GERMAN UNIVERSITY

Kalpin Erlangga Silaen



Turning Legal Website into Distributed Denial of Service Tools Page 5 of

DEDICATION

I'would like to dedicate this research project to my beloved wife, Nova Kristiana Sinaga

and my lovely kids Joshua Hamonangan Silaen and Godgift De Venita Silaen.

Kalpin Erlangga Silaen



Turning Legal Website into Distributed Denial of Service Tools Page 6 of

ACKNOWLEDGEMENTS

I would like to express my deepest gratitude to Benfano Soewito, Bsc, Msc, PhD, CEH
and Charles Lim, MSc., ECSA, ECSP, ECIH, CEH, CEI for the time, support, advice,
and guidance given throughout this research project and the completion of this thesis
report. It is because of their priceless contributions that this thesis report and the whole

research project can arrive at this point.

I would like to thank all of my friends at Yayasan Lembaga SABDA (YLSA), espe-
cially for MB, Yulia, Hadi, Benny, and others for their prayer and support.

I would like to thank all of my friends for their companionship, and to the countless
number of people who have helped me throughout this research project, either directly

or indirectly.

Last, but the most important, [ would like to thank my whole family for the countless
moral supports throughout my life. It is because of their guidances that I become the
person as who I am today. It is because of their affections that I become as happy as I

am today.

Kalpin Erlangga Silaen



Turning Legal Website into Distributed Denial of Service Tools

Page 7 of

TABLE OF CONTENTS

STATEMENT BY THE AUTHOR

ABSTRAC

COPYRIGHT]

DEDICATION

ACKNOWLEDGEMENTS

[TABLE OF CONTENTS

ILIST OF FIGURES

LIST OF TABLES

I__INTRODUCTION
[L.1
.2
.3
[L.4
.5
[L.6
1.7
[L.8

Research Background

Problem Statement
Research Objectivey

Research Questiong
Hypothesis
Scope of Study]
Significance of Study|
Thesis Structurd

LITERATURE REVIEW
R.1
R.2

Internet History]
Distributed Denial of Servicd
R.2.1 Classification of Distributed Denial of Servicd
Application Layer Attack|
2.3.1 Web Application Vulnerabilitie§
P2.3.2 Threat Analysis of Facebook Notes Paged

2.3.3  Threat Analysis of Web Online Translator
P.3.4 Threat Analysis of CMS Wordpress
2.4 Related Work

R.3

Kalpin Erlangga Silaen



Turning Legal Website into Distributed Denial of Service Tools

Page 8 of

B8 RESEARCH METHODOLOGY)|

B.1 Theoretical Approach . . . . . . . ... ... ....
B.1.1 FacebookK . .. ................
B.1.2 Web Online Translatof] . . . ... ... ...
B.1.3 CMS Wordpress . . . ... .........
B.2 Experimental Design . . .. ... ..........
B.2.1 Real World Attack Design . . . . ... ...
B.2.2 Lab Simulation Attack Designy . . . . . . . .
B.3 Model Validity . . . . . . . .. . ... ...
B.4 Evaluation . . . ... .. .. ... ..........

#  EXPERIMENTAL RESULTS AND DISCUSSIONS

#.1 Experimental Environmenf . . . . ... ... ....
1.1 ApacheSetupg . ... .............
BT T AT C R ———
.13 Softward . ... ... .. .. ... .....
#.1.4 Network Topology| . . . . .. . w ... ...
#.1.5 Monitoring and Analysis Tool§. . . . . . . .

M2 Measuremenf . . . . . . . ..o

“.3 Experimental Result and Discussions . . . . . . . . .

#.3.1 Experiment - Real World Attack Simulation

#.3.2 Experiment - Lab Simulation Attackl . . . . .
B33 Countermeasurey . . . . « o v v v v v v v\
3.4 Validation . . ... ... .. ... ... ...

5 CONCLUSION

"™ itk hA'A IR | !
5.2 Recommendationy. . . . . . ... ... ... ....

5.2.1 Recommendations for Providery . . . . . . .

5.2.2 Recommendations for Website Ownery . . .
523 FutureWork . ... ... ..........

REFERENCES

/A Developer and Vendor Acknowledgment

IA.1 Facebook Notes Ratelimif . . . . ... ... .....
IA.2 Facebook Fetch Other than Images . . . . . ... ..
IA.3 Facebook Acknowledgment{ . .. ... ... ....

Kalpin Erlangga Silaen



Turning Legal Website into Distributed Denial of Service Tools

Page 9 of

IA.4 Wordpress Acknowledgment . . . . . ... .......
IA.5 Google Translator Acknowledgment . . . . . . ... ..

B Source Codéd

B.1 Facebook Simulated Image Fetched . . . . . . ... ...
B.1.1 BeforePatch .. ... ..............
B.1.2 AfterPatch . . ... ...............
B.1.3 Image Fetcher API . . . . . ... ........

B.2 Bing Translator Simulation . . . . . .. ... ......
B.2.1 BeforePatch . .. ................
B.2.2 AfterPatch . ... ................

B.3 Google Translator Simulation . . . . . . ... ......
B.3.1 BeforePatch . .. ................
B.3.2 AfterPatch . . ..................

B.4 Wordpress Pateh . . . . . . . . . ... ... ......

B.4.1 SQL Command to Create Table Whitelis{

B.4.2 Patching Source Code . . . . .. . . ... ..

IC Result of CMS Wordpress

C.1 Real AttackResulty . . . . . ... ... .........
C.1.1 _Single Thread per Second . . .. . . ... ...
C.1.2  Single Thread per 5 Secondy . . . . . ... ...
[C.1.3 5ThreadsperSecond. . . . . ... ... ....
C.14 5 Threadsper5Secondy . ... .........

(C.2 - Experiment Simulation Resultd . . v o vvv. v
C.2.1 Single ThreadperSecond . . ... .. .. ...
C.2.2 Single Thread per 5 Secondd . . . . . ... ...
C2.3 S5ThreadsperSecond. . . . ... ........
[C.2.4 5Threadsper5SSecondy . .. ... .......

D_CURRICULUM VITAHE

Kalpin Erlangga Silaen



	STATEMENT BY THE AUTHOR
	ABSTRACT
	COPYRIGHT
	DEDICATION
	ACKNOWLEDGEMENTS
	TABLE OF CONTENTS

