Turning Legal Website into Distributed Denial of Service Tools Page 98 of

REFERENCES

Abliz, M., “Internet denial of service attacks and defense mechanisms,” University of

Pittsburgh, Department of Computer Science, Technical Report, 2011.

Ankali, S. B. and Ashoka, D., “Detection architecture of application layer DDoS attack
for internet,” Int. J. Advanced Networking and Applications, volume 3(01) pp. 984-990,
2011.

Apache, “Apache Software Foundation,” http://www.apache.org, 2015, [Online;
accessed 22-Oct-2015].

Arora, K., Kumar, K., and Sachdeva, M., “Impact analysis of recent DDoS attacks,”
International Journal on Computer Science and Engineering, volume 3(2) pp. 877-883,
2011.

Arstechnica, “DDoS attacks that crippled GitHub linked to Great
Firewall of China,” http://arstechnica.com/security/2015/04/

ddos-attacks-that-crippled-github-linked-to-great-firewall-of-china/,
2015, [Online; accessed 20-Sept-2015].

Atashzar, H., Torkaman, A., Bahrololum, M., and Tadayon, M. H., “A survey on web
application vulnerabilities and countermeasures,” in “Computer Sciences and Conver-
gence Information Technology (ICCIT), 2011 6th International Conference on,” pp.
647-652, IEEE, 2011.

Athanasopoulos, E., Makridakis, A., Antonatos, S., Antoniades, D., loannidis, S., Anag-
nostakis, K. G., and Markatos, E. P., “Antisocial networks: Turning a social network

into a botnet,” in “Information security,” pp. 146160, Springer, 2008.

BankInfoSecurity, “DDoS Attacks: Variant Foreseen in 20006,” http://www.
bankinfosecurity.com/ddos-attacks-variant-foreseen-in-2006-a-5240/

op-1, 2006, [Online; accessed 20-Sept-2015].

Bojinov, H., Bursztein, E., and Boneh, D., “XCS: cross channel scripting and its impact
on web applications,” in “Proceedings of the 16th ACM conference on Computer and
communications security,” pp. 420—431, ACM, 2009.

Boyd, S. W. and Keromytis, A. D., “SQLrand: Preventing SQL injection attacks,” in
“Applied Cryptography and Network Security,” pp. 292-302, Springer, 2004.

Kalpin Erlangga Silaen


http://www.apache.org
http://arstechnica.com/security/2015/04/ddos-attacks-that-crippled-github-linked-to-great-firewall-of-china/
http://arstechnica.com/security/2015/04/ddos-attacks-that-crippled-github-linked-to-great-firewall-of-china/
http://www.bankinfosecurity.com/ddos-attacks-variant-foreseen-in-2006-a-5240/op-1
http://www.bankinfosecurity.com/ddos-attacks-variant-foreseen-in-2006-a-5240/op-1
http://www.bankinfosecurity.com/ddos-attacks-variant-foreseen-in-2006-a-5240/op-1

Turning Legal Website into Distributed Denial of Service Tools Page 99 of

Brenner, B., “Anatomy of Wordpress XML-RPC Pingback Attacks,” https://blogs.
akamai.com/2014/03/anatomy-of-wordpress-xml-rpc-pingback-attacks.
html, 2014, [Online; accessed 20-Sept-2015].

Chen, X. and Heidemann, J., “Flash crowd mitigation via adaptive admission control
based on application-level observations,” ACM Transactions on Internet Technology
(TOIT), volume 5(3) pp. 532-569, 2005.

Choi, J., Choi, C., Ko, B., Choi, D., and Kim, P., “Detecting web based DDoS attack
using MapReduce operations in cloud computing environment,” Journal of internet ser-

vices and information security, volume 3(3/4) pp. 28-37, 2013.

CNN, “CNN Web site targeted,” http://edition.cnn.com/2008/TECH/04/18/
cnn.websites/, 2008, [Online; accessed 20-Sept-2015].

CNNmoney, “Wordpress hammered by massive DDoS attack,” http://money.cnn.
com/2011/03/03/technology/wordpress_attack/, 2011, [Online; accessed 20-
Sept-2015].

CNNmoney, “Major banks hit with biggest cyberattacks in history,” http://money.
cnn.com/2012/09/27/technology/bank-cyberattacks/, 2012, [Online; accessed
20-Sept-2015].

Consortium, I. S., “BIND | Internet Systems Consortium,” https://www.isc.org/
downloads/bind/, 1997, [Online; accessed 20-Sept-2015].

Coutermarsh, M., “RRD Converter,” https://github.com/mscoutermarsh/
RRD-to-CSV, 2015, [Online; accessed 22-Oct-2015].

Damon, E., Dale, J., Laron, E., Mache, J., Land, N., and Weiss, R., “Hands-on denial of
service lab exercises using SlowLoris and RUDY,” in “Proceedings of the 2012 Infor-

mation Security Curriculum Development Conference,” pp. 21-29, ACM, 2012.

Doron, E. and Wool, A., “WDA: a Web farm distributed denial of service attack atten-
uator,” Computer Networks, volume 55(5) pp. 1037-1051, 2011.

Diibendorfer, T., Wagner, A., and Plattner, B., “An economic damage model for large-
scale internet attacks,” in “Enabling Technologies: Infrastructure for Collaborative En-
terprises, 2004. WET ICE 2004. 13th IEEE International Workshops on,” pp. 223-228,
IEEE, 2004.

Facebook, “Graph API,” https://developers.facebook.com/docs/apps/
changelog, 2015a, [Online; accessed 20-Oct-2015].

Kalpin Erlangga Silaen


https://blogs.akamai.com/2014/03/anatomy-of-wordpress-xml-rpc-pingback-attacks.html
https://blogs.akamai.com/2014/03/anatomy-of-wordpress-xml-rpc-pingback-attacks.html
https://blogs.akamai.com/2014/03/anatomy-of-wordpress-xml-rpc-pingback-attacks.html
http://edition.cnn.com/2008/TECH/04/18/cnn.websites/
http://edition.cnn.com/2008/TECH/04/18/cnn.websites/
http://money.cnn.com/2011/03/03/technology/wordpress_attack/
http://money.cnn.com/2011/03/03/technology/wordpress_attack/
http://money.cnn.com/2012/09/27/technology/bank-cyberattacks/
http://money.cnn.com/2012/09/27/technology/bank-cyberattacks/
https://www.isc.org/downloads/bind/
https://www.isc.org/downloads/bind/
https://github.com/mscoutermarsh/RRD-to-CSV
https://github.com/mscoutermarsh/RRD-to-CSV
https://developers.facebook.com/docs/apps/changelog
https://developers.facebook.com/docs/apps/changelog

Turning Legal Website into Distributed Denial of Service Tools Page 100 of

Facebook, “Note Facebook Help,” https://en-gb.facebook.com/help/
488014787881885/, 2015b, [Online; accessed 20-Oct-2015].

Fedora, “Extra Packages for Enterprise Linux,” https://fedoraproject.org/wiki/
EPEL, 2015, [Online; accessed 22-Oct-2015].

Finn, P., “Cyber Assaults on Estonia Typify a New Battle Tactic,” http:
//www.washingtonpost.com/wp-dyn/content/article/2007/05/18/
AR2007051802122.html|, 2007, [Online; accessed 20-Sept-2015].

Fonseca, J., Seixas, N., Vieira, M., and Madeira, H., “Analysis of field data on web
security vulnerabilities,” Dependable and Secure Computing, IEEE Transactions on,
volume 11(2) pp. 89-100, 2014.

Garera, S., Provos, N., Chew, M., and Rubin, A. D., “A Framework for Detection and
Measurement of Phishing Attacks,” in “Proceedings of the 2007 ACM Workshop on
Recurring Malcode,” WORM °07, pp. 1-8, New York, NY, USA: ACM, 2007, URL
http://doi.acm.org/10.1145/1314389.1314391.

Group, N. W., “Hypertext Transfer Protocol 1.1,” https://www.ietf.org/rfc/
rfc2616.txt, 1999, [Online; accessed 22-Oct-2015].

Halfond, W., Viegas, J., and Orso, A., “A classification of SQL-injection attacks and

countermeasures,’
Software Engineering,” volume 1, pp. 13—15, IEEE, 2006.

in “Proceedings of the IEEE International Symposium on Secure

Handley, M., “Why the Internet only just works,” BT Technology Journal, volume 24(3)
pp. 119-129, 2006.

Hernandez, A. M., Vargas, R. J. G., Anaya, E. A., and Huerta, R. G., “Measurements
and Analysis of a Denial of Service Attack by Resource Flood,” Trends in Innovative

Computing 2012 - Information Assurance and Security, pp. 72-77, 2012.

Inc, R., “Rethink your enterprise OS,” http://www.redhat.com/en/technologies/
linux-platforms, 2015, [Online; accessed 22-Oct-2015].

Jayan, D. and Babu, P., “Detection of Malicious Client based HTTP/DoS Attack on Web
Server,” International Journal of Science and Research (IJSR), volume 3(7), 2014.

Jennifer, K., “HTML Code for Facebook Note,” http://webdesign.about.com/od/
beginningtutorials/qt/html-for-facebook.htm, 2015, [Online; accessed 20-
Oct-2015].

Karami, M. and McCoy, D., “Understanding the Emerging Threat of DDoS-as-a-
Service.” in “LEET,” , 2013.

Kalpin Erlangga Silaen


https://en-gb.facebook.com/help/488014787881885/
https://en-gb.facebook.com/help/488014787881885/
https://fedoraproject.org/wiki/EPEL
https://fedoraproject.org/wiki/EPEL
http://www.washingtonpost.com/wp-dyn/content/article/2007/05/18/AR2007051802122.html
http://www.washingtonpost.com/wp-dyn/content/article/2007/05/18/AR2007051802122.html
http://www.washingtonpost.com/wp-dyn/content/article/2007/05/18/AR2007051802122.html
http://doi.acm.org/10.1145/1314389.1314391
https://www.ietf.org/rfc/rfc2616.txt
https://www.ietf.org/rfc/rfc2616.txt
http://www.redhat.com/en/technologies/linux-platforms
http://www.redhat.com/en/technologies/linux-platforms
http://webdesign.about.com/od/beginningtutorials/qt/html-for-facebook.htm
http://webdesign.about.com/od/beginningtutorials/qt/html-for-facebook.htm

Turning Legal Website into Distributed Denial of Service Tools Page 101 of

Kargl, F., Maier, J., and Weber, M., “Protecting web servers from distributed denial of
service attacks,” in “Proceedings of the 10th international conference on World Wide
Web,” pp. 514-524, ACM, 2001.

Kleinrock, L., “An early history of the internet [History of Communications],” Commu-
nications Magazine, IEEE, volume 48(8) pp. 26-36, 2010.

Kumawat, H. and Meena, G., “Characterization, Detection and Mitigation of Low-Rate
DoS attack,” in “Proceedings of the 2014 International Conference on Information and

Communication Technology for Competitive Strategies,” p. 69, ACM, 2014.

Lam, V., Antonatos, S., Akritidis, P., and Anagnostakis, K. G., “Puppetnets: misusing
web browsers as a distributed attack infrastructure,” in “Proceedings of the 13th ACM

conference on Computer and communications security,” pp. 221-234, ACM, 2006.

Lee, S. and Kim, J., “Fluxing botnet command and control channels with {URL} short-
ening services,” Computer Communications, volume 36(3) pp. 320 — 332, 2013, URL
http://www.sciencedirect.com/science/article/pii/S0140366412003726.

Leiner, B. M., Cerf, V. G., Clark, D. D., Kahn, R. E., Kleinrock, L., Lynch, D. C.,
Postel, J., Roberts, L. G., and Wolff, S. S., “The past and future history of the Internet,”
Communications of the ACM, volume 40(2) pp. 102—108, 1997.

Li, X. and Xue, Y., “A survey on server-side approaches to securing web applications,”
ACM Computing Surveys (CSUR), volume 46(4) p. 54, 2014.

Liu, L., Zhang, X., Yan, G., and Chen, S., “Chrome Extensions: Threat Analysis and
Countermeasures.” in “NDSS,” , 2012.

Makridakis, A., Athanasopoulos, E., Antonatos, S., Antoniades, D., loannidis, S., and
Markatos, E. P., “Understanding the behavior of malicious applications in social net-
works,” Network, IEEE, volume 24(5) pp. 14-19, 2010.

Marius, P., “Detection of the security vulnerabilities in web applications,” Informatica
Economica, volume 13(1) pp. 127-136, 2009.

Mashable, “WikiLeaks Targeted in DDoS Attack as Latest Leak Hits the Web,” http:
//mashable.com/2010/11/28/wikileaks-ddos-attack/#rfcIKbOI mqW, 2010,
[Online; accessed 20-Sept-2015].

Mirkovic, J. and Reiher, P., “A taxonomy of DDoS attack and DDoS defense mecha-
nisms,” ACM SIGCOMM Computer Communication Review, volume 34(2) pp. 39-53,
2004.

Kalpin Erlangga Silaen


http://www.sciencedirect.com/science/article/pii/S0140366412003726
http://mashable.com/2010/11/28/wikileaks-ddos-attack/#rfcIKb0I_mqW
http://mashable.com/2010/11/28/wikileaks-ddos-attack/#rfcIKb0I_mqW

Turning Legal Website into Distributed Denial of Service Tools Page 102 of

Mislove, A., Marcon, M., Gummadi, K. P., Druschel, P., and Bhattacharjee, B., “Mea-
surement and analysis of online social networks,” in “Proceedings of the 7th ACM SIG-
COMM conference on Internet measurement,” pp. 2942, ACM, 2007.

Munin, “Munin,” http://munin-monitoring.org/, 2015, [Online; accessed 29-
Sept-2015].

Mushero, S., “Why we use CentOS instead of De-
bian / Ubuntu,” http://www.chinanetcloud.com/blog/

tech-choices-why-we-use-centos-instead-debian-ubuntu, 2015, [Online;
accessed 22-Oct-2015].

MySQL, “MySQL,” http://dev.mysql.com/, 2015, [Online; accessed 29-Sept-
2015].

Nam, S. Y. and Djuraev, S., “Defending HTTP Web Servers against DDoS Attacks
through Busy Period-based Attack Flow Detection,” KSII Transactions on Internet and
Information Systems (TIIS), volume 8(7) pp. 2512-2531, 2014.

Netcraft, “DDoS Attacks Target Authorize.net | Netcraft,” http://news.netcraft.
com/archives/2004/09/20/ddos_attacks target authorizenet.html, 2004,
[Online; accessed 20-Sept-2015].

Netcraft, “Web Server Survey,” http://news.netcraft.com/archives/category/
web-server-survey/, 2015, [Online; accessed 22-Oct-2015].

of South Africa, S. R., “ICT Security Monitoring Services Report 12 March 2014,”
http://www.ssa.gov.za/Portals/0/SSA%20docs/CSIRT/ICT)%20Security
20Monitoring}20Services’%20Report’%20127,20March’,202014 .pdf, 2014, [On-
line; accessed 20-Sept-2015].

Olston, C. and Najork, M., “Web crawling,” Foundations and Trends in Information
Retrieval, volume 4(3) pp. 175-246, 2010.

OWASP, “Application Threat Modeling,” https://www.owasp.org/index.php/
Application Threat Modeling, 2015, [Online; accessed 20-Sept-2015].

Patel, S. K., Rathod, V., and Parikh, S., “Joomla, Drupal and WordPress-a statistical
comparison of open source CMS,” in “Trendz in Information Sciences and Computing
(TISC), 2011 3rd International Conference on,” pp. 182—187, IEEE, 2011a.

Patel, S. K., Rathod, V., and Prajapati, J. B., “Performance analysis of content man-
agement systems-joomla, drupal and wordpress,” International Journal of Computer
Applications, volume 21(4) pp. 39-43, 2011b.

Kalpin Erlangga Silaen


http://munin-monitoring.org/
http://www.chinanetcloud.com/blog/tech-choices-why-we-use-centos-instead-debian-ubuntu
http://www.chinanetcloud.com/blog/tech-choices-why-we-use-centos-instead-debian-ubuntu
http://dev.mysql.com/
http://news.netcraft.com/archives/2004/09/20/ddos_attacks_target_authorizenet.html
http://news.netcraft.com/archives/2004/09/20/ddos_attacks_target_authorizenet.html
http://news.netcraft.com/archives/category/web-server-survey/
http://news.netcraft.com/archives/category/web-server-survey/
http://www.ssa.gov.za/Portals/0/SSA%20docs/CSIRT/ICT%20Security%20Monitoring%20Services%20Report%2012%20March%202014.pdf
http://www.ssa.gov.za/Portals/0/SSA%20docs/CSIRT/ICT%20Security%20Monitoring%20Services%20Report%2012%20March%202014.pdf
https://www.owasp.org/index.php/Application_Threat_Modeling
https://www.owasp.org/index.php/Application_Threat_Modeling

Turning Legal Website into Distributed Denial of Service Tools Page 103 of

Patil, M. M. and Kulkarni, U., “Mitigating App-DDoS Attacks on Web Servers,” Inter-

national Journal of Computer Science and Information Security, volume 9(7), 2011.

Patsakis, C., Asthenidis, A., and Chatzidimitriou, A., “Social networks as an attack plat-
form: Facebook case study,” in “Networks, 2009. ICN’09. Eighth International Confer-
ence on,” pp. 245-247, IEEE, 2009.

Pellegrino, G. and Balzarotti, D., “Toward black-box detection of logic flaws in web
applications,” in “Network and Distributed System Security (NDSS) Symposium,” ,
2014.

PHP, “PHP Hypertext Preprocessor,” http://php.net/, 2015, [Online; accessed 29-
Sept-2015].

Rahman, M. S., Huang, T.-K., Madhyastha, H. V., and Faloutsos, M., “Frappe: detecting
malicious facebook applications,” in “Proceedings of the 8th international conference

on Emerging networking experiments and technologies,” pp. 313-324, ACM, 2012.

Rajesh, S., “Protection from Application Layer DDoS Attacks for Popular Websites,”
International Journal of Computer and Electrical Engineering, volume 5(6) pp. 555—
558, 2013.

Rossow, C., “Amplification hell: Revisiting network protocols for DDoS abuse,” in
“Symposium on Network and Distributed System Security (NDSS),”, 2014.

Rydstedt, G., Bursztein, E., Boneh, D., and Jackson, C., “Busting frame busting: a study
of clickjacking vulnerabilities at popular sites,” IEEE Oakland Web, volume 2 pp. 1-13,
2010.

Sachdeva, M., Singh, G., Kumar, K., and Singh, K., “DDoS Incidents and their Impact:
A Review.” Int. Arab J. Inf. Technol., volume 7(1) pp. 14-20, 2010.

SAEED, F. A. and ELGABAR, E. A., “ASSESSMENT OF OPEN SOURCE WEB
APPLICATION SECURITY SCANNERS,” Journal of Theoretical and Applied Infor-
mation Technology, volume 61(2), 2014.

SANS, “Wordpress Pingback DDoS Attack - SANS Internet Storm Center,” https:
//isc.sans.edu/forums/diary/Wordpress+Pingback+DDoS+Attacks/17801/,
2014, [Online; accessed 20-Sept-2015].

Scarfone, K., Singhal, A., and Winograd, T., “Guide to secure web services,” Recom-
mendations of the National Institute of Standards and Technology, 2007.

Kalpin Erlangga Silaen


http://php.net/
https://isc.sans.edu/forums/diary/Wordpress+Pingback+DDoS+Attacks/17801/
https://isc.sans.edu/forums/diary/Wordpress+Pingback+DDoS+Attacks/17801/

Turning Legal Website into Distributed Denial of Service Tools Page 104 of

Schonfeld, U. and Shivakumar, N., “Sitemaps: above and beyond the crawl of duty,” in
“Proceedings of the 18th international conference on World wide web,” pp. 991-1000,
ACM, 2009.

Shostack, A., Threat modeling: Designing for security, John Wiley & Sons, 2014.

Singh, D., Sinha, R., Songara, P., Rathi, D. et al., “Vulnerabilities and Attacks Target-
ing Social Networks and Industrial Control Systems,” arXiv preprint arXiv:1403.5628,
2014.

Specht, S. M., “Distributed denial of service: taxonomies of attacks, tools and counter-
measures,” in “Proceedings of the International Workshop on Security in Parallel and
Distributed Systems, 2004,” Citeseer, 2004.

Srivatsa, M., Iyengar, A., Yin, J., and Liu, L., “Mitigating application-level denial of
service attacks on Web servers: A client-transparent approach,” ACM Transactions on
the Web (TWEB), volume 2(3) p. 15, 2008.

Stango, A., Prasad, N. R., and Kyriazanos, D. M., “A threat analysis methodology for
security evaluation and enhancement planning,” in “Emerging Security Information,
Systems and Technologies, 2009. SECURWARE’09. Third International Conference
on,” pp. 262-267, IEEE, 2009.

Statista, “Number of  worldwide social network users 2010-
2018 Statistic,” http://www.statista.com/statistics/278414/
number-of-worldwide-social-network-users/, 2015, [Online; accessed
22-August-2015]:

Stats, I. L., “Total Number of Websites - Internet Live Stats,” http://www.
internetlivestats.com/total-number-of-websites/, 2015, [Online; accessed
19-July-2015].

Theregister, “Man admits to eBay DDoS attack,” http://www.theregister.co.uk/
2005/12/28/ebay_bots_ddos/|, 2005, [Online; accessed 20-Sept-2015].

Theregister, “HSBC websites fell in DDoS attack last night, bank admits,” http:
//www.theregister.co.uk/2012/10/19/hsbc_ddos/, 2012, [Online; accessed 20-
Sept-2015].

Theregister, “BIGGEST DDoS ATTACK IN HISTORY hammers Spamhaus,” http://
www.theregister.co.uk/2013/03/27/spamhaus_ddos_megaflood/, 2013a, [On-
line; accessed 20-Sept-2015].

Kalpin Erlangga Silaen


http://www.statista.com/statistics/278414/number-of-worldwide-social-network-users/
http://www.statista.com/statistics/278414/number-of-worldwide-social-network-users/
http://www.internetlivestats.com/total-number-of-websites/
http://www.internetlivestats.com/total-number-of-websites/
http://www.theregister.co.uk/2005/12/28/ebay_bots_ddos/
http://www.theregister.co.uk/2005/12/28/ebay_bots_ddos/
http://www.theregister.co.uk/2012/10/19/hsbc_ddos/
http://www.theregister.co.uk/2012/10/19/hsbc_ddos/
http://www.theregister.co.uk/2013/03/27/spamhaus_ddos_megaflood/
http://www.theregister.co.uk/2013/03/27/spamhaus_ddos_megaflood/

Turning Legal Website into Distributed Denial of Service Tools Page 105 of

Theregister, “The DDoS That Almost Broke the Internet,” https://blog.
cloudflare.com/the-ddos-that-almost-broke-the-internet/, 2013b, [On-
line; accessed 20-Sept-2015].

Theregister, “GitHub wobbles under DDOS attack,” http://www.theregister.co.
uk/2015/08/26/github_wobbles under ddos_attack/, 2015, [Online; accessed
20-Sept-2015].

Thomas, K., Grier, C., Ma, J., Paxson, V., and Song, D., “Design and evaluation of a real-
time url spam filtering service,” in “Security and Privacy (SP), 2011 IEEE Symposium
on,” pp. 447-462, IEEE, 2011.

Travieso, E., Rubenstein, A., Andrade, A., and Birdsey, C., “Automation tool for web
site content language translation,” , 2009, URL https://www.google.com/patents/
US7627479, uS Patent 7,627,479.

Travieso, E., Rubenstein, A., and Fleming, W., “Analyzing web site for translation,” ,
2013, URL https://www.google.com/patents/US8566710, uS Patent 8,566,710.

VivinSandar, S. and Shenai, S., “Economic denial of sustainability (edos) in cloud ser-
vices using http and xml based ddos attacks,” International Journal of Computer Appli-
cations, volume 41(20) pp. 11-16, 2012.

Vixie, P., Neeringer, G., and Schleifer, M., “Report on the DDoS Attack on the DNS
Root Servers: Events of 21-Oct-2002,” Technical report, Technical report, November,
2002.

Webalizer, “The Webalizer,” http://www.webalizer.org/download.html, 2013,
[Online; accessed 29-Sept-2015].

Wichers, D., “OWASP Top-10 2013,” OWASP Foundation, February, 2013.

Wilde, E., Wilde's WWW: Technical Foundations of the World Wide Web, Springer Berlin
Heidelberg, 2012, URL https://books.google.co.id/books?id=w7mrCAAAQBAJ.

Wired, “Facebook Confirms Denial-of-Service At-
tack (Updated),” http://www.wired.com/2009/08/
facebook-apparently-attacked-in-addition-to-twitter/, 2009, [Online;
accessed 20-Sept-2015].

Wordpress, “Trackbacks and  Pingbacks,” https://make.wordpress.
org/support/user-manual/building-your-wordpress-community/
trackbacks-and-pingbacks/, 2015a, [Online; accessed 20-Oct-2015].

Kalpin Erlangga Silaen


https://blog.cloudflare.com/the-ddos-that-almost-broke-the-internet/
https://blog.cloudflare.com/the-ddos-that-almost-broke-the-internet/
http://www.theregister.co.uk/2015/08/26/github_wobbles_under_ddos_attack/
http://www.theregister.co.uk/2015/08/26/github_wobbles_under_ddos_attack/
https://www.google.com/patents/US7627479
https://www.google.com/patents/US7627479
https://www.google.com/patents/US8566710
http://www.webalizer.org/download.html
https://books.google.co.id/books?id=w7mrCAAAQBAJ
http://www.wired.com/2009/08/facebook-apparently-attacked-in-addition-to-twitter/
http://www.wired.com/2009/08/facebook-apparently-attacked-in-addition-to-twitter/
https://make.wordpress.org/support/user-manual/building-your-wordpress-community/trackbacks-and-pingbacks/
https://make.wordpress.org/support/user-manual/building-your-wordpress-community/trackbacks-and-pingbacks/
https://make.wordpress.org/support/user-manual/building-your-wordpress-community/trackbacks-and-pingbacks/

Turning Legal Website into Distributed Denial of Service Tools Page 106 of

Wordpress, “Wordpress plugins,” https://www.wordpress.org/plugins, 2015b,
[Online; accessed 20-Oct-2015].

Wordpress, “Wordpress Statistics,” https://wordpress.org/about/stats/, 2015c,
[Online; accessed 22-Oct-2015].

Wordpress, “XML-RPC Support,” https://codex.wordpress.org/XML-RPC_
Support, 2015d, [Online; accessed 20-Oct-2015].

Yu, J., Li, Z., Chen, H., and Chen, X., “A detection and offense mechanism to defend
against application layer DDoS attacks,” in “Networking and Services, 2007. ICNS.
Third International Conference on,” pp. 54-54, IEEE, 2007.

Yu, S., Distributed Denial of Service Attack and Defense, Springer, 2014.

Zargar, S. T., Joshi, J., and Tipper, D., “A survey of defense mechanisms against dis-
tributed denial of service (DDoS) flooding attacks,” Communications Surveys & Tuto-
rials, IEEE, volume 15(4) pp. 20462069, 2013.

Kalpin Erlangga Silaen


https://www.wordpress.org/plugins
https://wordpress.org/about/stats/
https://codex.wordpress.org/XML-RPC_Support
https://codex.wordpress.org/XML-RPC_Support

	REFERENCES

