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ABSTRACT 
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When people say, “Your company worst security vulnerability is still located between 

the keyboard and the chair”, it shows how even until today, there is still the ever-

daunting tasks concerning information security that must be faced by any 

organizations, which is not to fall victim to the weakest link regarding the information 

security – the human factor. More efforts were invested by the organization into 

technology development and enhancement, rather than focusing on the people and 

processes aspects. But actually, the important component in doing the protection 

regarding the organization’s assets is the understanding of the “Enemy”. The 

organization should no longer only focus on the technological perspective of the 

information security. We also need to have the “Insider knowledge” in order to do 

user behavior analysis effectively. 

This research main contribution is that the proposed model would help the 

organization to get the visibility in order to effectively identify potential fraudulent 

computer users and the risks by applying risk-based approach to analyze the collected 

user activities data in finding computer users with the high risk level, and to define 
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applicable security risk controls in order to mitigate the risks which come from the 

computer user behavior. 

 

Keywords: Risk Scoring, User Behavior, Risk Control, ISO/IEC 27002, Computer 

User. 
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