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ABSTRACT 

 

 

 

A MEASUREMENT OF RISK SEVERITY LEVEL OF ANDROID MALWARE 

BASED ON DANGEROUS PERMISSIONS (PROBABILITY)  

AND DATA THEFT (IMPACT) 

 

 

 

 

By 

 

Rio Asepta 

Dr. Mulya R. Mashudi, S.T., M.E.M, Advisor 

Charles Lim, M.Sc, Co-Advisor 

 

 

SWISS GERMAN UNIVERSITY 

 

 

The usage of smartphone has grown rapidly, exceeded the computer market share. 

Undeniable, this phenomenon has attracted the malware developers. More than 2.5 

million of new malware found in Q4 of 2015 and most of them were designed to infect 

Android smartphone. By design, Android smartphone is secured by using permission 

scenario. When a malware tries to steal and modify the data in the smartphone but there 

is no granted permission accepted by the Android user at the first-time of APK 

installation, the activity will be denied. Unfortunately, based on a survey of 308 Android 

users, only 3% were aware of installing an APK with dangerous Android permission 

could lead to the data theft. This research defines the risk severity level of a malware 

based on the dangerous permission (probability) and the data theft (impact). As the result, 

in 300 of 10 malware families from DREBIN malware collection, 34 malware were 

defined as High risk, 114 as Medium risk and 152 as Low risk severity level. 
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