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ABSTRACT 
 
 
 

INFORMATION SECURITY MATURITY MODEL 
A BEST PRACTICE DRIVEN APPROACH TO PCI DSS COMPLIANCE 

 
By 

 
Semi Yulianto 

Benfano Soewito, BSc., MSc., PhD, Advisor 
Charles Lim, BSc., MSc., Co-Advisor 

 
 

SWISS GERMAN UNIVERISTY 
 

 

This research study proposes a practical information security maturity model 

(ISMM), which utilizes the use of quantitative and qualitative analysis, enhancing 

the PCI DSS to ISO/IEC 27001 mapping, emphasizes on the PCI DSS (specific) 

to ISO/IEC 27001 (generic) mapping and focuses on improving the quality of 

people, process and technology. This research study presents a practical 

approach to effectively identify the key success factors and the most common 

gaps in the PCI DSS compliance requirements and encourage the organizations 

to proactively improve their information security state by selecting the best security 

countermeasures (controls) to protect their information assets from the emerging 

cyber-attacks. The ISMM presented in this research study is a best practice driven 

model intended to be used by organizations regardless of type and size. 

 

Extensive literature review were conducted and survey study approaches. Several 

ISMMs were selected, compared and analyzed.  In order to validate the findings, 

three financial organizations in Indonesia were selected. The study was based on 

generic security controls adopted from the industry best practices by most of the 

organizations to protect their information asset. ISMM with four maturity level was 

proposed. The maturity level were: None, Initial, Basic and Capable.  
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The research main contribution is that the proposed model would help the 

organizations to save the time and efforts and provided as a tool to measure the 

maturity level of their information security state and come up with the best strategy 

to fully comply with PCI DSS. 

 

Keywords: PCI, PCI DSS, ISO/IEC 27001, compliance, compliant, maturity, 

model. 
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