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ABSTRACT

A STATIC AND DYNAMIC HEURISTIC ANALYSIS TO CALCULATE

MALWARE THREAT SCORE

By

Reischaga

Dr. Charles Lim, M.Sc., Advisor

Mr. Yohanes Syailendra Kotualubun, M.Kom., Co-Advisor

SWISS GERMAN UNIVERSITY

Malware can be defined as any software that performs malicious actions without the

consent of the user. The volume of malware is increasing every year and the threat

it poses is only becoming ever more prevalent. Currently, malware is involved in a

large portion of security incidents, of which are currently handled without a threat level

metric system. In this study, we demonstrate how static analysis and dynamic analysis

could be utilized, both separately and combined, effectively in order to quantitatively

assess malware threats by calculating their threat scores.

Keywords: Malware, Dynamic Analysis, Static Analysis, ATT&CK Framework, Threat

Scoring
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