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ABSTRACT

CYBERSECURITY AND PRIVACY RISK IDENTIFICATION ON RDAP
RISK MANAGEMENT: CASE STUDY PANDI.ID

By

Andi Budimansyah
Dr. Ir. Moh. A. Amin Soetomo, M.Sc, Advisor
Dr. Charles Lim, BSc., MSc., Co-Advisor
SWISS GERMAN UNIVERSITY

The Registration Data Access Protocol (RDAP) is a WHOIS replacement protocol to
find-out Domain Name registration information with one of its features, “user
differentiated access,” with limited Registrant data for anonymous and complete for
authenticated users. It requires the placement of a complete Registrant Data in the Data
Store, containing personal data protected by law. Previous papers guide Digital
Forensic Investigators to collect digital evidence related to the domain and IP
registrations and recommend getting complete Registration data. Another paper
provides RDAP with the system, device, and method to improve mitigation from
abnormal request analysis patterns. This research Explains RDAP system design and
conducts a Risk Assessment using 1SO / IEC 27 005 as a general guide and at the stage
of risk identification, using LINDDUN for Privacy risk and STRIDE for cybersecurity
risk. Furthermore, the mitigation suggestions at the Strategic, Tactical, and Operational
level in the People, Process, and Technology. Finally, some institutions recommended
having the complete Registrant data directly through Access Rights or indirectly
through Request Rights.

Keywords: Registration Data Access Protocol, RDAP, Risk Assessment, ISO 27005,
STRIDE, LINDDUN, Cybersecurity Risk, Privacy Risk, Risk Assessment, PANDI, .ID
Registry.
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