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ABSTRACT

ENTERPRISE CYBERSECURITY RISK ASSESSMENT WITH THREAT
MODELING: CASE STUDY XYZ INSURANCE COMPANY

By

Bintang Ramdhani
Dr. Ir. Mohammad Achmad Amin Soetomo. M.Sc.
Dr. Charles Lim B.Sc. M.Sc.

SWISS GERMAN UNIVERSITY

XYZ Insurance is a company that always try to meet the needs of its customers, one of
the customer's needs during this pandemic is health services, therefore, XYZ insurance
develops a telemedicine application. In order to ensure the reliable operation of the
application, it is necessary to pay attention to the security issues for the application. To
overcome security problems. In this research, a risk assessment is carried out using
threat modeling with STRIDE, where Data Flow Diagrams (DFD) is the main input, its
help identifies and differentiate existing threats, researcher found 40 threats on
telemedicine application, where these threats are in process as many as 28 threats, data
flow as many as 8 threats, and data store as 4 threats.

Meanwhile, to measure the identified threat, researcher used DREAD to get threat score
and CVSS to get vulnerability score. From the results of that threats and vulnerabilities,
a risk value is obtained, where in this telemedicine application there are 2 very high
risks, there are on the webserver process - SQL Injection and Directory traversal. By
knowing the risks that exist, the appropriate controls to mitigate these risks are

recommended.

Keywords: Threat Modeling, Risk Assessment, DFD, STRIDE, DREAD, CVSS.

Bintang Ramdhani



ENTERPRISE CYBERSECURITY RISK ASSESSMENT WITH THREAT MODELING: 4 of 105
CASE STUDY XYZ INSURANCE COMPANY

© Copyright 202

SWISS GERMAN UNIVERSITY

Bintang Ramdhani



ENTERPRISE CYBERSECURITY RISK ASSESSMENT WITH THREAT MODELING: 5 of 105
CASE STUDY XYZ INSURANCE COMPANY

DEDICATION

| dedicate this works for the future of the country | loved: Indonesia
and

my beloved family

SWISS GERMAN UNIVERSITY

Bintang Ramdhani



ENTERPRISE CYBERSECURITY RISK ASSESSMENT WITH THREAT MODELING: 6 of 105
CASE STUDY XYZ INSURANCE COMPANY

ACKNOWLEDGEMENTS

| wish to thank Dr. Ir. Moh. A. Amin Soetomo, M.Sc, as my Thesis Advisor for his time
and advice, and suggestions, and Dr. Charles Lim, BSc., MSc., CTIA, CHFI, EDRP,
ECSA, ECSP, ECIH, CEH, CEI my Thesis Co-Advisor or his time, advice, guidance,

insights, and ideas.

| also thank to MIT Batch-23 fellow students in Swiss German University MIT that
were tirelessly available for discussion, sharing thoughts, experiences, and even spent

time together.

Finally, | would like to thank my beloved wife and son for their support, patience and

understanding during my master's education.

Bintang Ramdhani



ENTERPRISE CYBERSECURITY RISK ASSESSMENT WITH THREAT MODELING: 7 of 105
CASE STUDY XYZ INSURANCE COMPANY

Table of Contents

Page

STATEMENT BY THE AUTHOR ......coiiiiiiiiicecee e 2
F N S I = ¥ AN G OSSR 3
DEDICATION L.ttt ettt bbbttt be st b ne e 5
ACKNOWLEDGEMENTS ..ottt 6
QLI Lo (S0 SO0 01 (=] £SO 7
LIST OF FIGURES ....... .. R ..............cooccexcoceeneeneenserenssenesenssnnnnns 10
I S O A B S e rreeee AN .......................... 11
CHAPTER 1 - INTRODUCTION .......ooiiiiiiecicieeite et sre e nnnens 12
00 = - Vo3 (0 (01140 SRS 12
1.2 Research ProbIEmS. ..........cooiiiiiieie st 13
1.3 ReSEArCh ODJECTIVES ........cciuiiiiiiieie ittt 13
1.4 ReSearch QUESTIONS ............coviiiiiiiii i cee ettt beeeaees 13
1.5  SIgNIfICAaNCe OF STUAY . itin........ooveieiiieieeces s iessnesnessesne st s sbne e eeenee e eabesnesneens 13
1.6  Scope........... NSRRI ... ... ... .o sneesnssnanis 14
1.7 LEIMITAEIONS ..ottt n bbbt e bbb nne b 14
S T o 1Y/ 010 1 cTS] TS 14
1.9 TRESIS SITUCKUIE.....cueiieieiieee ettt e et te e ste e eeereenteaneens 14
CHAPTER 2 - LITERATURE REVIEW .....cccoiiiiiiiienitsnnesiesnissssnsssee s sesssesssnns 15
2.1 I et ™M ' 4 7T NooW eyl T AT T AN W 15
O BB LT A gt Rl R A YR 16
2 L PREORLS werurrarurssssinsssrasnnanasnsssinnsnnnsenssasanssinnsiunasnnastancannssennssnansnancrnnssessnnrninsne 16
2.2.2  TRIEAL .o 16
2.2.3  VUINErabIlItY ..o s 16
224 RISK. .o ene s 17
2.3 Information Security PrinCIPIES ........ccoveiiiiiiiii e 17
2.3 1 Confidentiality......ccoviiieiieece e 17
2.3.2  INEEGIILY oot 18
2.3.3  AVAIADIHITY ..o 18
24 OJK REQUIALION ... .oiitieiicieeee e 18
2.5  Framework for RiSKk Management .........ccccvrerenerenineieee e 19
25.1 NIST 800:30 L ..ottt 19
25.2 ISO/IEC 31000 — Risk Management Guidelings..........ccccccovevieiiieninnnn, 20
2.5.3 ISO/IEC 27005 Information security risk management ...........cc.ccoceveenee. 21
2.6 Threat MOAeliNG.......ccoiiiieiieie e 22
26.1 Threat Modeling APProach .........ccocevieiiieneeise e 22
2.6.1.1  AHACK-CENIIIC ....eivieeeeieecieee ettt 22
2.6.1.2  ASSEE-CENIIC.....iiuiiuieiieie ettt 23

Bintang Ramdhani



ENTERPRISE CYBERSECURITY RISK ASSESSMENT WITH THREAT MODELING: 8 of 105
CASE STUDY XYZ INSURANCE COMPANY

2.6.2 Threat Modeling Framework ...........cooeieieiineneniiese e 24
2.6.2.1  STRIDE.......i ottt 24
2.6.2.2  AHACK TTB .. eiiitie ettt se e be e reeane e 27
2.6.2.3  THIKE oot ene s 28
2.6.2.4  OCTAVE ..ottt ettt aeene s 29
2.6.2.5  PASTA .ot 29
2.6.3 DREAD & CVSS SCOIMNG .eeviiiieiiieieeiie sttt 30
2.6.3.1  DREAD ...ttt 31
2.6.3.2  CVSS . it 32
2.7 Related WOTK ......cooiieee e 35
CHAPTER 3 - RESEARCH METHODS........ccoo it 38
3.1  Research Methodology .......cccccveieiiiiiie s 38
3.2 ReSEarCh FrameWOIK. ........oowrusssissmimmmmmeesuemsmssseessenmseseeseeseeseesessseseesassses 40
CHAPTER 4 - RESULTS AND DISCUSSIONS .......cocooiiiiiieciecec e 45
O R D - v- W @0 | < ox [0 o TSRS P 45
41.1 INVESTIGALION ...ttt tieere ettt sttt sttt e seennne s 45
4.1.2 AANBIY ST sttt ettt bbbttt re s 45
4.1.3 DOCUMENE REVIBW .........c.vvieieesteeiiiiin s aesaaenaestaenseeneesnaeseeeneesseesseeseessaesns 45
4.2  DecompoSe APPHCALION ..........c.eiieiieeie e st este e e et 45
4.3  Threat & Vulnerability 1dentifiCation .........ccccooieiiiiniiiiiiiiecc e 48
o Threat IdentifICAtION..............cooi et 48
4.3.2 Vulnerability 1dentification................cooiieiieeiie e 52
4.4  Threat & VUINErability SCOMNG ........oueereeieiierenieienisisisieeenie e 53
44.1 TRIEAE SCOMNG ettt itieiteeteareesteestesteeeseesseaseessaessaanaesseesseansesseesseansessenssenneens 53
4.4.2 VUINErability SCOFING ..ccveieeiieeiteiieiteesteaeeseesteeaesteesteaeesseesaesnesseesneensens 54
4.5 RISK IMBASUIEMENT. ... i iteeiesieesteesteeseesneessesnnesseessesnsseseesaaansesnessseensesnensseeses 55
4.6 EXTErNal PENTEST........ocveeie e 58
4.7 RISK CONLIOL ... oot ietee et caie e ees s een s esvnessnne s nanesnnn s seesnns s s seennsesnnnensns 59
MELE \/SEREDN . . S .. B S 60
CHAPTER 5 - CONCLUSIONS AND RECOMMENDATIONS........cccooviviirineainnne 62
T8 A O o [1ES] [o] SO RSRTRS 62
5.2 ReCOMMENAALIONS .....c..eiiiiciie e 63
5.3 FULUIE WOTK ...ttt 63
GLOSSARY ...ttt bbbttt bbbt b bbb 64
APPENDIX A oottt bbb r e r ettt reeneare s 70
APPENDIX B ..ottt ettt ae et anaena et tenne s reenaane s 72
APPENDIX € ..ottt ettt bbb 76
APPENDIX D ..ttt bttt ettt e nneens 82
APPENDIX E ..ottt n ettt nre e neane s 94
APPENDIX Fooeeee e bbbttt bbb nne s 96
APPENDIX G ..ottt sttt nnenrenneens 98
REFERENGCES. ...ttt sttt e sa et e nnennean 102

Bintang Ramdhani



ENTERPRISE CYBERSECURITY RISK ASSESSMENT WITH THREAT MODELING: 9 of 105
CASE STUDY XYZ INSURANCE COMPANY

CURRICULUM VITAE ..o 105

SWISS GERMAN UNIVERSITY

Bintang Ramdhani



ENTERPRISE CYBERSECURITY RISK ASSESSMENT WITH THREAT MODELING: 10 of 105
CASE STUDY XYZ INSURANCE COMPANY

Figures

2.1-
2.2 -
2.3 -
2.4 -
2.5 -
3.1-
3.2 -
Sk
41 -

LIST OF FIGURES

Page
Information Security PrinCiples.........cccooiviiiiiii i 17
NIST 800-30 Risk ASSESSMENT PrOCESS ......ecveivierieeieiiesieeie e seesie e 20
ISO 31000 PrOCESS ...cuvieieiaiiieaieeeiiesieeesiee sttt e nne e e e sneeaneeens 21
SO 27005 PIOCESS ...eouveeiiiiiieesiieeiiesiieestee st esiee st siee et s ssaaesaessnbeesreesnsaens 22
ATEACK TTEE ...veiueire s estiiiessesseesessessessessessessessesesseessensesesseessesseensensensessessessesnes 28
Stage Of The RESEAICN PrOCESS .......ccveveeieiieiieeieeiesee e 38
The Risk Management PrOCESS ..........cccooviiveeieeiieiieeieesie e esie e snne s 40
Proposed Research Framework ..ot 41
Data Flow Diagram TelemediCiNe......ccieeieiieeieeieeie e 46

Bintang Ramdhani



ENTERPRISE CYBERSECURITY RISK ASSESSMENT WITH THREAT MODELING:

11 of 105

CASE STUDY XYZ INSURANCE COMPANY

LIST OF TABLES
Table Page
2 R 1 [ SR S 25
2.2 - Stride Classification Model ..o 27
2.3 - Comparison Threat Modelling ............cccooeiiiiiiiiiiice 30
2.4 - Threat SCOriNg Dread .......cccoeeiieiieiieiee e 31
2.5 - Total Threat SCoring Dread .........cccooviiiiiiiiiiieieiee s 32
2.6 - REIALEA WOTK 1 viiteitiiiiiiieeieiecie et s bbb 36
3.1 - Input Process Output Map To S0 27005...........ccceiieniiiiiieiciecee e 41
4.1 - Data Flow Diagram INfOrmation ......c.eiceeceieeiieesesieeseeie e 46
4.2 - Data Flow Diagram TelemediCing ProCess .........cccccocvoviiiiiiiiiciiiiic i 47
4.3 - SECUNILY CONDITIONS ..etitin: cveveeuienieieieesessrnansesassesnasbessasneeeeeseenseseessesitanesnenns 49
4.4 - Mapping Dfd WIth SErAe .........cooiiiiiiiiiiieee e 49
4.5 - Summary Threat LISt SIIOE ....ccveiueiieieeieceesieeiteeeesneesneereesseesaesnaesseessesnneses 50
4.6 - Mapping Threat To Vulnerability .........cccovveieiii e, 52
A o RisksaRatingaviithaDseacs .. mm. . ... 0 0 2. 2000 00, . 100 0000 s, 0000, 00 0" 88
d S\ Ul AT S Sc o . BLI . DY B O BT O A A B W 55
(i e YL g 14 10 7 e borerr b ey ey e Bt el ser e Mo crrrrereeres e e 56
4.10 - RISK SCOMNG ..veiviiiii ettt 56
4.11 - RISK IMITIGATION ... 59

Bintang Ramdhani



	STATEMENT BY THE AUTHOR
	ABSTRACT
	DEDICATION
	ACKNOWLEDGEMENTS
	Table of Contents
	LIST OF FIGURES
	LIST OF TABLES

