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ABSTRACT 

 

 

 

ENTERPRISE CYBERSECURITY RISK ASSESSMENT WITH THREAT 

MODELING: CASE STUDY XYZ INSURANCE COMPANY 

 

 

By 

 

Bintang Ramdhani 

Dr. Ir. Mohammad Achmad Amin Soetomo. M.Sc. 

Dr. Charles Lim B.Sc. M.Sc.  

 

 

SWISS GERMAN UNIVERSITY 

 

 

 

XYZ Insurance is a company that always try to meet the needs of its customers, one of 

the customer's needs during this pandemic is health services, therefore, XYZ insurance 

develops a telemedicine application. In order to ensure the reliable operation of the 

application, it is necessary to pay attention to the security issues for the application. To 

overcome security problems. In this research, a risk assessment is carried out using 

threat modeling with STRIDE, where Data Flow Diagrams (DFD) is the main input, its 

help identifies and differentiate existing threats, researcher found 40 threats on 

telemedicine application, where these threats are in process as many as 28 threats, data 

flow as many as 8 threats, and data store as 4 threats. 

Meanwhile, to measure the identified threat, researcher used DREAD to get threat score 

and CVSS to get vulnerability score. From the results of that threats and vulnerabilities, 

a risk value is obtained, where in this telemedicine application there are 2 very high 

risks, there are on the webserver process - SQL Injection and Directory traversal. By 

knowing the risks that exist, the appropriate controls to mitigate these risks are 

recommended. 

 

Keywords: Threat Modeling, Risk Assessment, DFD, STRIDE, DREAD, CVSS. 
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