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ABSTRACT

SPECTRAL ANALYSIS OF DDOS PRE-ATTACK WITH FOURIER TRANSFORM

By

Sachlany Kasman

Dr. Ir. Lukas, MAI, CISA, IPM , Advisor

Dr. Charles Lim, BSc., MSc. , Co-Advisor

SWISS GERMAN UNIVERSITY

Analyzing Distributed Denial of Service (DDoS) pre-attack and anomaly detection

in Machine Learning (ML) has profoundly popular in academic research, intrusion

prevention system, and DDoS detection. ML algorithms, computer vision, and digital

signaling processing in the cybersecurity field have improved significantly. As a result,

specific technique and method for detecting and analyzing attack have introduced.

For this reason, we propose a technique of digital signaling processing and ML for

detecting attack of DDoS. Further, leveraging Fourier Transform in ML computation

effort reduces computational cost and complexity for deploying effective and efficient

DDoS Defense. Spectral analysis is a method to discretely quantify spectrum and

frequencies for extracting attack features from the data-set. This research proposes a

technique and methodology that leverages filtering, convolution, spectral analysis with

Fourier Transform that distinguish multi-classes attack into the taxonomy of NSL-KDD

data-set. Our research achieves 98-99% accuracy compared to previous work. Further,

the techniques help security researchers and analysts reduce ever-evolved adversaries’

threats to develop an effective defensive strategy towards future attacks.

Keywords: Fast Fourier Transform, Discrete Fourier Transform, FFT, DFT, Spectrogram,

Spectral Analysis, Digital Signaling Process, Convolution.
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