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ABSTRACT 
Network Forensic Using Packet Analysis at Perimeter Segment 

to Detect and Predict DNS and HTTP Base Security Attack or Intrusion 

 
 

By 
 

Widodo Laksono Putro 
 

DR. Charles Lim, B.Sc, M.Sc  
Advisor 

Kalpin E Silaen, S.Si, M.Kom  
Co-Advisor 

 
 

SWISS GERMAN UNIVERSITY 
 
 

Today the cyber threat, attack and intrusion growing in term of quantity and 

complexity along the fast growing of internet services utilization where people in any 

enterprise establish connection, communication and transaction with digital public 

resources. These resources mostly available via web access where HTTP(S) and DNS 

protocol been used. The attacker then use HTTP(S) and DNS protocol evasion to make 

the action undetected by the traditional security system such as perimeter Firewall, IDS 

or even legacy antivirus at endpoint side. This research covers the approach to resolve 

this issue by utilizing network forensic method to detect and predict HTTP(S) and DNS 

base security attack or intrusion. 

This Thesis expands the existing generic network forensic at certain steps 

mainly in analysis step. The process includes copying the real network traffic by doing 

packet capture technique in perimeter network area and observe DNS and HTTP(S) 

traffic. The data which is in the form of pcap file then be extracted to have suspicious 

indicative features of the protocols to detect malicious indicator and then map to 

MITTRE ATT&CK framework to get the attack steps have been already executed. 

The detection also utilizes two-layer filtering which based on the blacklisting 

filtering and features base filtering. Some features of malicious HTTP(S) and DNS 

protocol includes randomized DNS queries, suspicious user-agent, URI and Host value. 
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The result of detection then will become reference for existing traditional security 

system enhancement. 

In this research with the network forensic approach also has advantage in 

detecting the malicious indicators related with DNS and HTTP(S) protocols -which the 

protocols commonly allowed by legacy security system such as common perimeter 

firewall. The suspicious features in the connection and the indicative infected computer 

can be investigated.  

Keywords: Network Forensic, packet capture, detection 
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