
 

 

ANALYSIS OF INFORMATION TECHNOLOGY AUDIT  

USING COBIT 5 AND COSO FRAMEWORK  

AT PT BANK XYZ INDONESIA, TBK 

 

 

 

 

 

 

By 

 

Yustinus Wahyu Agung Prasetyo 

2-1851-016 

 

 

 

 

 

MASTER’S DEGREE 

in 

 

 

CYBER SECURITY & IT GOVERNANCE 

FACULTY OF ENGINEERING & INFORMATION TECHNOLOGY 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

SWISS GERMAN UNIVERSITY 

The Prominence Tower 

Jalan Jalur Sutera Barat No. 15, Alam Sutera 

Tangerang, Banten 15143 - Indonesia 

 

 

 

Revision After Thesis Defense [15 July 2021] 



ANALYSIS OF INFORMATION TECHNOLOGY AUDIT USING COBIT 5  Page 2 of 151 

AND COSO FRAMEWORK AT PT BANK XYZ INDONESIA, TBK 

_______________________________________________________________________________________________ 

 Yustinus Wahyu Agung Prasetyo 
 

 

 

 

STATEMENT BY THE AUTHOR 

 

 

 

I hereby declare that this submission is my own work and to the best of my knowledge, 

it contains no material previously published or written by another person, nor material 

which to a substantial extent has been accepted for the award of any other degree or 

diploma at any educational institution, except where due acknowledgement is made in 

the thesis. 

 

 

 

 

 

Yustinus Wahyu Agung Prasetyo 

_____________________________________________ 

Student 

  

 

 

 

 

 

Date 
 

 

Approved by: 

 

 

 

 

 

Dr. Ir. Mohammad Achmad Amin Soetomo. M.Sc. 

_____________________________________________ 

Thesis Advisor 

  

 

 

 

 

 

 

 

 

 

Date 
 

 

 

 

Dr. Mulya R. Mashudi, S.T., M.E.M. 

_____________________________________________ 

Thesis Co-Advisor 

  

 

 

 

 

 

Date 
 

 

 

 

Dr. Maulahikmah Galinium, S. Kom, M.Sc. 

_____________________________________________ 

Dean 

  

 

 

 

 

 

Date 



ANALYSIS OF INFORMATION TECHNOLOGY AUDIT USING COBIT 5  Page 3 of 151 

AND COSO FRAMEWORK AT PT BANK XYZ INDONESIA, TBK 

_______________________________________________________________________________________________ 

 Yustinus Wahyu Agung Prasetyo 
 

 

ABSTRACT 

 

 

ANALYSIS OF INFORMATION TECHNOLOGY AUDIT  

USING COBIT 5 AND COSO FRAMEWORK  

AT PT BANK XYZ INDONESIA, TBK 

 

 

 

By 

 
Yustinus Wahyu Agung Prasetyo 

Dr. Ir. Mohammad Achmad Amin Soetomo. M.Sc., Advisor 

Dr. Mulya R. Mashudi, S.T., M.E.M., Co-Advisor 

 

 

SWISS GERMAN UNIVERSITY 

 

 

Bank XYZ provides several digital banking services for various segments, including 

the D-Bank mobile banking application, XYZ Online Banking, D-Card Mobile for 

credit card management, D-Financial for SMEs, D-BisMart. for the supply chain, as 

well as XYZ Trade Connect and Cash Connect for various customer businesses. It is 

known that 1) IT risk on the D-Bank application is still high. This can be seen from the 

number of risk events for IT system failure in its application. 2) The handling of IT 

problems is still not optimal, this can be seen from customer complaints that often 

reappear in the D-Bank application, such as failed logins, failed transactions and slow 

performance. 3) Lack of handling of IT Security services. This can be seen from the 

number of cyber-attacks that have successfully entered the D-Bank application. Data 

collected through interviews assisted by a questionnaire. The analysis method used is 

the Cobit analysis method, COSO analysis and the soft system method. The final result 

shows that there are several domains and principles that need to be considered by 

management in order to improve the performance of information technology. 

Keywords: COBIT, COSO, D-Bank. 
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