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ABSTRACT

DETECTING ADVANCED PERSISTENT THREAT ATTACK BASED ON
DNS NETWORK TRAFFIC USING BAYESNET ALGORITHM

By
Irfan Husein Al Darodjat
Charles Lim, MSc., ECSA, ECSP, ECIH, CEH, CEI, Advisor
Dr. Ir. Lukas, MAI, CISA, IPM, Co-Advisor

SWISS GERMAN UNIVERSITY

A new class of threats, known as Advanced Persistent Threats (APTs), has drawn in-
creasing attention from researchers, primarily from the industrial security sector. APTs
are cyber attacks executed by sophisticated and well-resourced adversaries targeting
specific information in high-profile companies and governments. This research pro-
posed a mechanism to detect APT threat based on DNS traffic using BayesNet classi-
fication algorithm. The validation of the classification is performed. The system suc-
cessfully achieve 99.6% correctly classified instance. From 4 weeks of student and staff
traffic, 223 true APT was found. This result means APT Threat exist in Swiss German
University (SGU) DNS server. Feature of APT also can be found in DNS traffic. This
research is a precursor in SGU highlighting the directions for future research of APT

detection.

Keywords: advanced persistent threat, APT, sophisticated attacks, classification, DNS,

machine learning, data mining
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