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Abstract

HIDDEN-CODE EXTRACTION FROM PACKED MALWARE

USING MEMORY ANALYSIS

By
Yohanes Syailendra Kotualubun
Adhiguna Mahendra, Ph.D, Advisor
Charles Lim, MSc., Co-Advisor

Swiss GERMAN UNIVERSITY

Software packer has been used effectively to hide the original code inside a
binary executable of any malware, making it more difficult for existing signature-
based anti virus software to detect malicious code inside the executable. In this
Thesis, we propose Mal-Xtract, a method to detect the end of unpacking routine
and extract original code from packed binary executable using Memory Analysis
running in an software emulated environment. The extracted code will be vali-
dated using similarity and entropy calculation that compare the extracted body
with original body. Our experiment results show that at least 97% of the original
code from the various packed executable with different software packers could be

extracted.

Keywords: Packed Malware, Memory Forensic, Dynamic Analysis, Evasion tech-

nique, Emulation.
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