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ABSTRACT
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SWISS GERMAN UNIVERSITY

Nowadays botnets are used for most of cybercrime attack. After successfully infected
the local machine, typically botnets will running on hidden process and use masquerade
channel to communicate with its command and control server. HTTP and IRC are
common legitimate protocols that used by attacker to covert the communication. This
behavior makes the detection of botnet activity is the challenging problem. To detect
botnet communication need a detail network traffic information to analyzed.
Unfortunately detecting botnet using a network raw traffic also challenging and need
more resource to do the process. NetFlow is an option to use for botnet detection.
However, using sampling traffic such like NetFlow data also challenging to botnet
detection accuracy. Meanwhile, the availability of raw network data is limited
comparing to NetFlow data, that widely available. In this works we explores how
accurate is detection can be achieved using NetFlow. To perform the evaluation,
supervised machine learning algorithm is used, and two type of dataset; NetFlow and
network raw traffic will be evaluated. This thesis work experiment found 99,4% the
accuracy of botnet detection using NetFlow, therefore flow-based detection system in

high-speed bandwidth environment is recommended.
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