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ABSTRACT

TERMINATING RANSOMWARE ATTACK ON USER FILES IN WINDOWS

ENDPOINT

By

Abrão Ximenes

Dr. Eka Budiarto, S.T., M.S , Advisor

Charles Lim, BSc., MSc. , Co-Advisor

SWISS GERMAN UNIVERSITY

Ransomware is one of the most phenomenal threats that facing by individuals, in-

dustries, organizations and Government nowadays. The type of this malware hostage

user files, computers, mobile phone and other devices that connect to network and Inter-

net to prevent users to access data and devices. This malware leverages the weaknesses

of human, process and technology to carry out its attack.

This research proposed a method to terminate ransomware attack on user files in

its early stage of encryption. We monitor file operations activities in file system using

minifilter driver. Due to the behaviors of file operations that performed by ransomware

are very different.

There are 10 family of ransomware and more than 313 ransomware samples were

used during this research project. The experiment and evaluation indicated that the

method proposed can success terminates the ransomware.

Keywords: Ransomware, user files monitoring, terminates ransomware activity, minifil-

ter, minispy
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