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ABSTRACT

EXTRACTION OF MALICIOUS CODE FROM PACKED MALWARE USING

EMULATED ENVIRONMENT

By

Suhandi

Dr. Ir. Lukas, MAI, CISA, IPM , Advisor

Charles Lim, BSc., MSc., CHFI, EDRP, ECSA, ECSP, ECIH, CEH, CEI , Co-Advisor

SWISS GERMAN UNIVERSITY

Malware Authors are nowadays creating a new technique for evading malware an-

alyst. Encryption and compression can evade a malware static analysis. Binary Obfus-

cation is one of the techniques which applied encryption and compression on malware.

In this thesis, a method is proposed to perform a dynamic analysis from packed mal-

ware using memory scanning analysis and instruction tracing to extract a hidden code

of malware. By using this method, unpacking process can be determined exactly and

hidden code can be extracted. Using similarity and entropy as validation technique help

analyst to determine whether hidden malicious code can be extracted successfully.

Keywords: Packed Malware, Memory Forensic, Dynamic Analysis, Evasion technique
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