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ABSTRACT 

 
 

FURTHER DEVELOPMENT AND IMPLEMENTATION OF SOFTWARE 
ARCHITECTURE FOR SMART GRID CONTROLLER 

 
 
 
 

By 
 

Brandon Kwok 
Prof. Dr.-Ing. Egon Ortjohann, Advisor 

Dr. Rusman Rusyadi, B.Sc, M.Sc, Co-Advisor 
 
 

SWISS GERMAN UNIVERSITY 
 
 

Research and development on smart grids have been a worldwide revolutionizing 

trend. The research trend aimed to achieve two things: intelligent, efficient energy 

expenditure and a seamless integration of decentralized renewable energy sources. A 

step towards that objective could be done by creating better, flexible software 

architecture for the implementation of smart grid. In this thesis, the software 

architecture is to be further developed and implemented for the smart grid controller. 

The developed software architecture is expected to retain its functionality to restrict 

unauthorized access by using access control, to establish communications between 

smart grid controllers, and additionally to add flexibility to the system for future 

developments. Moreover, the research methodology in this work analyzes the 

previous implementation of software architecture and used the key principles of test-

driven development (TDD) to further develop the software architecture. As a result, 

the software architecture is updated to accommodate a better smart grid with the use 

of the combined implementation of service-oriented architecture and container-based 

architecture.  

Keywords: Smart Grid, Software Architecture, Access Control, Docker, OpenVPN, 

API, SOAP, Web Services, Test Driven Development. 
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