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ABSTRACT

ANALYZING INSIDER THREATS BASED ON DNS NETWORK TRAFFIC

(CASE STUDY IN ORGANIZATION XYZ)

By

Kris Ivan Santosa

Charles Lim, M.Sc., ECSA, ECSP, ECIH, CEH, CEI, Advisor

Alva Erwin, ST, M.Sc., MTI, Co-Advisor

SWISS GERMAN UNIVERSITY

The Internet is a media for people to communicate with each other. The Internet also

full of threats for it’s users. This makes security one of the problem of the Internet. This

is also one of the problem for organizations that use the Internet.

Organization have two types, external threats and insider threats. External threats are

threats that came from outside of the system and insider threats are threats that came

from inside of the system. Most of organizations prioritize external threats over insider

threats. Although insider threats are the dominant in security breaches and the number

of insider breaches are increasing.

DNS is one of the main function of Internet. One of DNS function is to resolve domain

name to IP address. Most of the user use DNS to be able to connect to the Internet

including malicious hackers. DNS can also be used to detect insider threat using the

features of insider threats which can detect unknown insider threats. This research aims

to detect insider threats using DNS based detection.

The features of the insider threats will be extracted from the raw DNS queries. These

features will be preprocessed to remove the unused data and will be clustered. From the

clusters, it can show the features of insider threats.

This research is able to suspect the clusters. The result is that there may exist insider

threats in organizations and the most frequent suspects of insider threats are botnet

which categorized as misuse in insider threat classification. There also some clusters

that benign but abnormal traffic that still have few features of insider threats. The rec-

ommendation for the insider threats mitigation in organizations are using features of

botnets to filter the DNS packets and block the domain once it reach certain threshold.
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