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ABSTRACT

HONEYPOT FINGERPRINT IDENTIFICATION TO ENHANCE ITS

DECEPTION TO ATTACKERS

By

Rasyid Naif Dahbul

Charles Lim, MSc., ECSA, ECSP, ECIH, CEH, CEI, Advisor

James Purnama, M.Kom, M.Sc., Co-Advisor

SWISS GERMAN UNIVERSITY

Honeypots are a great way to learn about unknown and new network-related attacks,

it creates a decoy and record all activities that are happening on that system. Because

honeypots are now popular and more deployed by network administrators, malicious

attackers will try to find honeypot’s weaknesses by searching its fingerprints. This

research looks at the weakness of honeypots, which is fingerprints. The threat modeling

methodology that are used helps the research by understanding the security model of the

honeypot. Using threat modeling methodology, we are able to enhance the honeypots

deception by configuring the honeypots itself. Review from security experts further

validate the enhancements of the honeypots by providing instructive feedback for this

research.

Keywords: Honeypot, Security, Fingerprint, Deception, Detection, Network
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